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Model Context 
Protocol ???
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Is MCP Dead?
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Pre-MCP Era…

Users
Profile & Auths

Products
Catalogue & Search

Orders
Cart & Checkout

Notification
Emails & Push Notif

Backend

REST API

REST API

GraphQL

Websocket

STEP 1
User taps Button on Frontend

STEP 2
Frontend sends Requests via /GET API

STEP 3
Request gets routed to Backend to the 

respective service

STEP 4
Backend processes the request and sends 

the data back to the Frontend

STEP 5
Frontend renders the data from Backend
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Pre-MCP Era… (Cont.)

Users
Profile & Auths

Products
Catalogue & Search

Orders
Cart & Checkout

Notification
Emails & Push Notif

Backend

REST API

REST API

GraphQL

Websocket

Problems:

● Every service has a 
different protocol, auth 
method, and data shape.

● The frontend must know 
the details of every single 
service.

● Adding a new service 
means more custom 
integration code in the 
client.
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Pre-MCP Era… (Cont.)

Users
Profile & Auths

Products
Catalogue & Search

Orders
Cart & Checkout

Notification
Emails & Push Notif

Backend

REST API

GraphQL

Websocket
API Gateway
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Pre-MCP Era… (Cont.)

AI Agent

STEP 1
User ask for certain request

STEP 2
AI Agent reasons and understands the 

user’s intent

STEP 3
AI Agent calls certain tool that can fulfil 

the user’s requests

STEP 4
Backend processes the tool call request 

and returns back the data

Users
Profile & Auths

Products
Catalogue & Search

Orders
Cart & Checkout

Notification
Emails & Push Notif

Backend

tool call
placeOrder()

tool call

getUser()

tool call
searchProducts()

STEP 5
AI Agent receives the data from Backend 

and crafts a message back to the user
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Pre-MCP Era… (Cont.)

AI Agent

Users
Profile & Auths

Products
Catalogue & Search

Orders
Cart & Checkout

Notification
Emails & Push Notif

Backend

tool call
placeOrder()

tool call

getUser()

tool call
searchProducts()

Problems:

● Same as before.

● Every tool call is a 
custom code with 
different protocol, 
auth method, and 
data shape to 
connect between 
AI Agent and 
Backend.
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Model Context Protocol (MCP) 

MCP Server
AI Agent

MCP 
Protocol

Users
Profile & Auths

Products
Catalogue & Search

Orders
Cart & Checkout

Notification
Emails & Push Notif

Backend

tool call
placeOrder()

tool call

getUser()

tool call
searchProducts()
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Model Context Protocol (Cont.) 
API Gateway MCP Server

● Built for HTTP clients 
(apps, browsers)

● Exposes endpoints to clients.

● Client knows what endpoints 
exist.

● Passive: Just routes traffic

● Built specifically for AI agents

● Exposes tools to AI agents

● AI Agents discovers tools 
dynamically.

● Active: tells the AI agent what it 
can do.
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Behind The 
Scenes of MCP!!!
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How???

● What the tool does.

● When to use it.

● What arguments it 
requires (query: str).

● What information it 
returns.

01
Define Your 
Tool:

def search_products(query: str) -> dict:

    """Search for products in the ShopApp catalogue.

    Args:

        query (str): The search term to look for in product names

                     (e.g., "headphones", "watch", "backpack").

    Returns:

        dict: A dictionary containing the search results.

              Includes a 'status' key ('success' or 'error').

              If 'success', includes a 'products' key with a list of matching

              products, each containing 'id', 'name', and 'price'.

              If 'error', includes an 'error_message' key.

    """

    conn = get_db()

    rows = conn.execute(

        "SELECT id, name, price FROM products WHERE name LIKE ?",

        (f"%{query}%",)

    ).fetchall()

    conn.close()

    if not rows:

        return {"status": "error",

                "error_message": f"No products found for '{query}'"}

    return {"status": "success",

            "products": [{"id": r[0], "name": r[1], "price": r[2]} for r in rows]}



from fastmcp import FastMCP

import sqlite3

mcp = FastMCP("ShopApp MCP Server")

@mcp.tool()

def search_products(query: str) -> dict:

    ...

@mcp.tool()

def get_user(user_id: str) -> dict:

    ...

if __name__ == "__main__":

    mcp.run(transport="streamable-http", host="0.0.0.0", port=8000)
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How???

● One decorator via 
@mcp.tool() 

● That's all the agent 
needs to discover 
and call your 
function.

02
Add Tool to 
MCP Server:



from google.adk.agents import Agent

from google.adk.tools.mcp_tool import MCPToolset

from google.adk.tools.mcp_tool.mcp_session_manager import StreamableHTTPConnectionParams

MCP_Server = McpToolset(

    connection_params=StreamableHTTPConnectionParams(

        url="http://localhost:8000/mcp",

    )

)

shopapp_agent = Agent(

    name="shopapp_agent_v1",

    model="gemini-2.5-pro",

    description="A ShopApp shopping assistant that helps users browse products and 

                 place orders.",

    instruction="""You are a helpful ShopApp shopping assistant. Help users search  

   for products, retrieve user profiles, and place orders. If a tool 

   returns an error, inform the user politely. If a tool is successful, 

   present the results clearly.""",

    tools=[MCP_Server],

)Kuala Lumpur

How???

● What kind of 
behaviour and goal 
of the AI Agent.

● How to use its tools 
effectively.

● How to handle 
errors.

03
Define Your 
Agent:
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However
…
Source:
https://www.docker.com/blog/mcp-horror-stories-github-prompt-injection/

https://www.docker.com/blog/mcp-horror-stories-github-prompt-injection/
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MCP Security Vulnerabilities

Source:
https://thehackernews.com/2025/12/threatsday-bulletin-whatsapp-hijacks.html#exposed-ai-servers-risk

https://www.linkedin.com/pulse/severe-github-mcp-server-flaw-exposes-private-repositories-oxv4c/
https://www.bleepingcomputer.com/news/security/asana-warns-mcp-ai-feature-exposed-customer-data-to-other-orgs/

Lack of Authentication
Over 1,000 MCP servers were found 
publicly exposed with zero 
authentication, any one of them is a 
door waiting to be opened.

Lack of Authorization
A prompt injection flaw in GitHub 
MCP server allowed unauthorized 
access and attackers silently 
exfiltrated private repository data into 
a public pull request.

Broken Access Control
Asana's MCP server let users read 
other organizations' data due to a 
flawed tenant isolation check. The 
server was taken offline for 2 weeks, 
and ~1,000 customers were notified.

https://thehackernews.com/2025/12/threatsday-bulletin-whatsapp-hijacks.html#exposed-ai-servers-risk
https://www.linkedin.com/pulse/severe-github-mcp-server-flaw-exposes-private-repositories-oxv4c/
https://www.bleepingcomputer.com/news/security/asana-warns-mcp-ai-feature-exposed-customer-data-to-other-orgs/
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Mitigation
Strategies
With Google Cloud Run + Vertex AI Agent Engine 
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Identity & Access Control

(02) Authorization

"What can you access?"

Limits what each agent is 
allowed to call on the MCP 
server.

Like a key card that only opens 
your room, not others.

(01) Authentication

"Who are you?"

Only agents with valid 
credentials can access the 
MCP server.

Like checking in at a hotel 
front desk before getting a 
key.

(03) Tenant Isolation

"Do you stay in your lane?"

Each organisation's data is 
completely isolated, even on 
the same MCP server.

Like rooms on the same floor, 
you cannot open another 
guest's door.



https://bit.ly/bwai-mcp-talk
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No Token
Request Blocks before 
reaching MCP

Wrong Token
Rejected by IAM, 403 Error 
Code

Valid Token
request passes through
to MCP server
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Identity & Access Control
(01) Authentication

MCP Server

Google Cloud Run

AI Agent

+ Identity Token

Google IAM

Verifies Token



# Step 1 - Deploy MCP Server to Google Cloud Run

gcloud run deploy mcp-server \

  --source . \

  --region asia-southeast1 \

  --no-allow-unauthenticated

# Step 2 - Get MCP Server URL

gcloud run services describe mcp-server \

  --region=asia-southeast1 \

  --format="value(status.url)")

# Example: https://mcp-server-xxxxx.run.app/docs
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How???

● Deploy MCP Server 
to Google Cloud 
Run

● --no-allow-unauthe
nticated blocks 
anyone without a 
valid token

(01) Authentication
on MCP Server



# Step 3 - Create a service account for your agent

gcloud iam service-accounts create my-agent \

  --display-name="ShopApp AI Agent"

# Step 4 - Grant agent permission

gcloud run services add-iam-policy-binding mcp-server \

  --member="serviceAccount:my-agent@{GCP_PROJECT_ID}.iam.gserviceaccount.com" \

  --role="roles/run.invoker" \

  --region=asia-southeast1

Kuala Lumpur

How???

● Create Service 
Account for Agent.

● Agent “Logins” with 
the Service Account

(01) Authentication
on AI Agent: Setup



import google.auth

from google.auth.transport.requests import Request

# Agent gets its own identity token

# No hardcoded passwords - Google handles this

credentials, _ = google.auth.default()

credentials.refresh(Request())

# Step 5 - Agent connects automatically

MCP_Server = McpToolset(

    connection_params=StreamableHTTPConnectionParams(

        url=f"{MCP_URL}/mcp",

        headers={"Authorization": f"Bearer {credentials.id_token}"},

    )

)
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How???

● Agent fetches its 
own token 
automatically. No 
passwords needed.

(01) Authentication
on AI Agent: Connect



getUser()
Only Agent A can call this, 
while Agent B cant

searchProducts()
Only Agent B can call this, 
while Agent A cant
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Identity & Access Control
(02) Authorization

MCP Server

Google Cloud Run
AI Agent(A)

+ Identity Token

Google IAM

Verifies Token

AI Agent(B)

+ Identity Token

tool_filter=[“searchProducts"]

tool_filter=[“getUser”]



import google.auth

from google.auth.transport.requests import Request

# Agent gets its own identity token

# No hardcoded passwords - Google handles this

credentials, _ = google.auth.default()

credentials.refresh(Request())

# Step 5 - Agent connects automatically

MCP_Server = McpToolset(

    connection_params=StreamableHTTPConnectionParams(

        url=f"{MCP_URL}/mcp",

        headers={"Authorization": f"Bearer {credentials.id_token}"},

    ),

    tool_filter=["search_products"]

)

Kuala Lumpur

How???
(02) Authorization
on AI Agent: Connect

● Scope which tools 
each agent is 
allowed to call

● tool_filter limits the 
agent to specific 
tools only
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Identity & Access Control
(03) Tenant Isolation

MCP Server

Google Cloud Run

Google IAM

Verifies Token

tool_filter=[“getUser”]

Building Reception
Checks for Identity Token

Office A Entrance
Checks for SPIFFE Cert

AI Agent

+ Identity Token
 + SPIFFE Certificate

GCP Vertex AI 
Agent Engine
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import vertexai

from vertexai.agent_engines import AdkApp

from vertexai import types

# Step 6 - Initialise Vertex AI client

client = vertexai.Client(

    project=GCP_PROJECT_ID,

    location="asia-southeast1"

    http_options=dict(api_version="v1beta1"),

)

# Step 7 - Deploy Company A's agent on Vertex AI

remote_app = client.agent_engines.create(

    agent=AdkApp(agent=shopapp_agent),

    config={

        "display_name": "shopapp-agent-company-a",

        "identity_type": types.IdentityType.AGENT_IDENTITY,

        # ↑ GCP assigns: spiffe://.../company-a

How???

● Deploy each agent 
on GCP Vertex AI 
Agent Engine. 

● A unique SPIFFE 
certificate is 
assigned for each 
agent.

(03) Tenant Isolation
on AI Agent: Setup



import google.auth

from google.auth.transport.requests import Request

# Agent gets its own identity token

# No hardcoded passwords - Google handles this

credentials, _ = google.auth.default()

credentials.refresh(Request())

# Step 5 - Agent connects automatically

MCP_Server = McpToolset(

    connection_params=StreamableHTTPConnectionParams(

        url=f"{MCP_URL}/mcp",

        headers={"Authorization": f"Bearer {credentials.id_token}"},

  # ↑ Identity Token + SPIFFE cert

    ),

    tool_filter=["search_products"]

)
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How???

● Automatically 
attaches Identity 
Token + SPIFFE cert.

● No code change 
needed.

(03) Tenant Isolation
on AI Agent: Connect
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You're Production 
Ready!!!



https://bit.ly/bwai-mcp-talk
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MCP Security Vulnerabilities (Cont.)

Remote Code Execution Flaw
Figma MCP server had a command 
injection vulnerability that could let 
attackers achieve remote code 
execution on developers' machines 
using AI coding tools like Cursor.

Source:
https://cybersecuritynews.com/anthropics-mcp-vulnerability/

https://thehackernews.com/2025/10/severe-figma-mcp-vulnerability-lets.html
https://securityaffairs.com/188135/ai/smartloader-hackers-clone-oura-mcp-project-to-spread-stealc-malware.html

Architectural Design Flaw
A flaw in Anthropic's MCP allowed 
prompt injection attacks, giving 
attackers potential access to sensitive 
data and remote code execution on 
affected servers.

Malware Distribution
A fake MCP server in public registries 
silently deployed StealC malware, 
stealing credentials, API keys and 
crypto wallets from developers who 
installed it.

TO BE CONTINUED…

https://cybersecuritynews.com/anthropics-mcp-vulnerability/
https://thehackernews.com/2025/10/severe-figma-mcp-vulnerability-lets.html
https://securityaffairs.com/188135/ai/smartloader-hackers-clone-oura-mcp-project-to-spread-stealc-malware.html
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Q&A
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Join 
Us!
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