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AI Security???

OFFENSIVE SECURITY TALK

What kind of job is that?

How is AI security different from
traditional cybersecurity?

So you build guardrails?

What kinds of threats does AI
Applications face?

Need security meh?
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Historical Attacks

OFFENSIVE SECURITY TALK

Example Attacks

Prompt Injection

Jailbreak
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Prompt Injection

Jailbreak
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Present Attacks

OFFENSIVE SECURITY TALK

Data Exfiltration

Remote Control
Access (RCE)

Phishing & XSS

And more...
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Demo Application

OFFENSIVE SECURITY TALK

https://github.com/open-webui/open-webui
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Attack 1:

OFFENSIVE SECURITY TALK

One Click Data Exfiltration Attack
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User is Redirected
to the chat 

3

Chat auto execute the
malicious instruction attached

on the url
4

Sentitive information is sent to
the Attacker’s page

Click the following link:
https://chatbot.com/...

1

Attacker send a clickbait with
malicious prompts
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API Key Exfiltrated from chat
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Attack 2:
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Phising Attack via Mermaid Diagram Rendering
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Attacker send a docment with
malicious instructions

2

Summarize this 
report for me

3

Latest Report 
Attached
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Visibility

OFFENSIVE SECURITY TALK

You Can’t Protect
What you Can’t See

Prompt Tracing

ICEFALL X U9UP
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Why should you do 
Prompt-Tracing?

OFFENSIVE SECURITY TALK

 Monitor User Behaviour 

Detect unusual query patterns, jailbreak attempts,
prompt injection, or abuse of the AI (e.g. users trying
to extract system prompts or bypass guardrails).

Performance Benchmarking

Identify bottlenecks and optimize prompt
engineering based on real usage data.

Detect Model Drift & Hallucinations

Track whether model responses degrade over time,
become factually inconsistent, or diverge from
expected outputs.

ICEFALL X U9UP



User Prompt

LLM API Call 

Tool/Chain

Response 

MLflow Trace

What is Prompt-Tracing?

MLflow Tracing captures the complete lifecycle of every AI
interaction from the raw prompt sent to the model, through tool
calls and chain steps, to the final response stored as a structured,
queryable trace.

Spans — individual steps (LLM call, tool use,
retrieval)
Attributes — model name, token count, latency
Events — errors, retries, guardrail triggers

Each Traces Contains

ICEFALL X U9UP



MLflow captured the full trace before the model could respond — prompt, intent score, user context, and timing. The attacker got nothing. But we
got everything.

We saw everything.
ICEFALL X U9UP



Seeing the attack is step one.

Can we stop it?
Tracing gives us visibility. But visibility without action is just a very detailed incident report.

Alert & log

Notify the team. Post-incident review.

Block & throttle

Rate-limit or ban the session.

Guardrails

Intercept at the model layer itself.

ICEFALL X U9UP



D E F E N C E  L A Y E R

Enter the Guardrails.

User Prompt

Raw input arrives

Input Scanner

Injection + toxicity check

LLM

Clean prompt reaches the model

Safe Response

Delivered to user

Prompt Injection Detection

Scans input for instruction override attempts,
role-play escapes, and indirect injection via
tool outputs.

LLM-Guard / Rebuff

Toxicity & Policy Filter

Blocks harmful, abusive, or off-policy content
before it hits the model — and strips it from
responses too.

LLM-Guard / Perspective API

PII & Data Leak Prevention

Detects and redacts personal identifiers,
credentials, and sensitive business data in
both directions.

Presidio / LLM-Guard

ICEFALL X U9UP



Let's try it. It works.
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S o . . .  w h a t ' s  n e x t ?

Benchmarking is a recurring tax, not a
one-time cost

you're forced to re-benchmark constantly. It's
not "deploy and forget," it's "deploy and
babysit." Most teams don't budget for this, so
the guardrail silently degrades.

Effectiveness erodes over time

Guardrails are trained or tuned against known
attack patterns. New bypass techniques
(encoding tricks, multi-turn jailbreaks, indirect
injection via tool outputs) appear constantly

False Positive Rate

Nobody complains about a blocked attack.
Everyone complains about a blocked
legitimate request.

ICEFALL X U9UP
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